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Observability? Znaczy co?



Observability is the ability to understand the internal state of a system 
by examining its outputs. In the context of software, this means being 

able to understand the internal state of a system by examining its 
telemetry data, which includes traces, metrics, and logs.

OpenTelemetry docs

https://opentelemetry.io/docs/what-is-opentelemetry/#what-is-observability


Observability is the ability to understand the internal state of a system by 
examining its outputs. In the context of software, this means being able to 
understand the internal state of a system by examining its telemetry data, 

which includes traces, metrics, and logs.

OpenTelemetry docs
Google Translate

Obserwowalność to zdolność zrozumienia stanu wewnętrznego systemu 
poprzez badanie jego wyników. W kontekście oprogramowania oznacza to 
zdolność zrozumienia stanu wewnętrznego systemu poprzez badanie jego 

danych telemetrycznych, które obejmują ślady, metryki i logi.

https://opentelemetry.io/docs/what-is-opentelemetry/#what-is-observability
https://translate.google.com/


Observability? A po co to komu?



Observability? A jak to się robi?



DEMO
Infrastructure monitoring with OpenTelemetry and Elasticsearch

Announcement: https://www.elastic.co/blog/whats-new-elastic-observability-8150#introducing-the-elastic-distro-for-opentelemetry-collector

Walkthrough: https://andrzej-stencel.github.io/2024/08/28/elastic-distro-with-elastic-cloud.html

https://www.elastic.co/blog/whats-new-elastic-observability-8-15-0#introducing-the-elastic-distro-for-opentelemetry-collector
https://andrzej-stencel.github.io/2024/08/28/elastic-distro-with-elastic-cloud.html


🎉 Elasticsearch is open source again 🎉

https://www.elastic.co/blog/elasticsearch-is-open-source-again
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Apache 2.0 Elastic Licence
SSPL

Elastic Licence
SSPL
AGPL

https://www.elastic.co/blog/elasticsearch-is-open-source-again


Start Elasticsearch and Kibana locally
$ curl -fsSL https://elastic.co/start-local | sh

Run Elasticsearch locally | Elasticsearch Guide

https://www.elastic.co/guide/en/elasticsearch/reference/current/run-elasticsearch-locally.html


Co z tym OpenTelemetry?



Co z tym OpenTelemetry?

● Ograniczenia i limity nie interesują mnie!
● Projekt powstał w 2019 roku z połączenia projektów OpenTracing 

oraz OpenCensus
● Projekt zarządzany przez Cloud Native Computing Foundation, 

niezależny od żadnego konkretnego dostawcy.
● Wsparcie od największych dostawców rozwiązań observability

https://opentelemetry.io/docs/what-is-opentelemetry/#why-opentelemetry

https://medium.com/opentracing/a-roadmap-to-convergence-b074e5815289
https://www.cncf.io/projects/opentelemetry/
https://opentelemetry.io/docs/what-is-opentelemetry/#why-opentelemetry


Co mi daje OpenTelemetry?

● Specyfikacja niezależna od dostawcy (np. logi)
● Konwencje nazewnicze niezależne od dostawcy usługi - 

host.name, service.name itd.
● Korelacja - powiązanie logów, metryk, traceʼów śladów
● Rosnący ekosystem gotowych narzędzi

○ Biblioteki do (auto)instrumentacji (np. dla Javy)
○ OpenTelemetry Collector
○ Operator dla Kubernetes
○ Kolejny operator dla Kubernetes
○
https://opentelemetry.io/docs/what-is-opentelemetry/#why-opentelemetry

https://github.com/open-telemetry/opentelemetry-specification/
https://opentelemetry.io/docs/concepts/signals/logs/#log-record
https://github.com/open-telemetry/semantic-conventions/
https://opentelemetry.io/docs/languages/java/
https://opentelemetry.io/docs/collector/
https://github.com/open-telemetry/opentelemetry-helm-charts/tree/main/charts/opentelemetry-operator
https://github.com/open-telemetry/opentelemetry-helm-charts/tree/main/charts/opentelemetry-kube-stack
https://opentelemetry.io/docs/what-is-opentelemetry/#why-opentelemetry


OpenTelemetry Collector:
File Log receiver

receivers:
  filelog:
    include:
      - /var/log/*.log
    exclude:
      - /var/log/kern.log
    start_at: beginning   # domyślna wartość: “end”
    storage: file_storage

https://github.com/open-telemetry/opentelemetry-collector-contrib/blob/main/receiver/filelogreceiver/README.md


OpenTelemetry Collector:
Host Metrics receiver

receivers:
  hostmetrics:
    collection_interval: 10s
    scrapers:
      cpu:
        metrics:
          system.cpu.time:
            enabled: false
          system.cpu.utilization:
            enabled: true

https://github.com/open-telemetry/opentelemetry-collector-contrib/blob/main/receiver/hostmetricsreceiver/README.md


OpenTelemetry Collector:
More receivers

- Core receivers: OTLP, Nop

- Contrib receivers

https://github.com/open-telemetry/opentelemetry-collector/blob/main/receiver/otlpreceiver/README.md
https://github.com/open-telemetry/opentelemetry-collector/blob/main/receiver/nopreceiver/README.md
https://github.com/open-telemetry/opentelemetry-collector-contrib/tree/main/receiver/


OpenTelemetry Collector:
Transform processor

processors:
  transform:
    log_statements:
      - context: log
        statements:
          - set(severity_text, "FAIL") where body == "request failed"

https://github.com/open-telemetry/opentelemetry-collector-contrib/blob/main/processor/transformprocessor/README.md


OpenTelemetry Collector:
Filter processor

processors:
  filter:
    metrics:
      metric:
          - 'name == "my.metric" and resource.attributes["my_label"] == "abc123"'

https://github.com/open-telemetry/opentelemetry-collector-contrib/blob/main/processor/filterprocessor/README.md


OpenTelemetry Collector:
More processors

- Attributes processor
- Resource processor
- Kubernetes Attributes processor
- Tail Sampling processor (for traces)

- Other Contrib processors

https://github.com/open-telemetry/opentelemetry-collector-contrib/blob/main/processor/attributesprocessor/README.md
https://github.com/open-telemetry/opentelemetry-collector-contrib/blob/main/processor/resourceprocessor/README.md
https://github.com/open-telemetry/opentelemetry-collector-contrib/blob/main/processor/k8sattributesprocessor/README.md
https://github.com/open-telemetry/opentelemetry-collector-contrib/blob/main/processor/tailsamplingprocessor/README.md
https://github.com/open-telemetry/opentelemetry-collector-contrib/tree/main/processor


OpenTelemetry Collector:
Elasticsearch exporter

exporters:
  elasticsearch:
    endpoint: "http://localhost:9200"
    api_key: ${env:ES_API_KEY}
    flush:
      interval: 1s
    mapping:
      mode: ecs
    logs_dynamic_index:
      enabled: true
    metrics_dynamic_index:
      enabled: true
    traces_dynamic_index:
      enabled: true

https://github.com/open-telemetry/opentelemetry-collector-contrib/blob/main/exporter/elasticsearchexporter/README.md


OpenTelemetry Collector:
Debug exporter

exporters:
  debug:
    use_internal_logger: true
    verbosity: normal            # basic, detailed

Use use_internal_logger: false to:

● prevent sampling of exporterʼs output
● prevent output from disappearing when service::telemetry::log::level is set to warn or error
● separate output from collector logs and redirect to a file with > debug-output.txt

https://github.com/open-telemetry/opentelemetry-collector/blob/main/exporter/debugexporter/README.md


OpenTelemetry Collector:
More exporters

- Core: OTLP, OTLP/HTTP, Nop

- Contrib exporters

https://github.com/open-telemetry/opentelemetry-collector/blob/main/exporter/otlpexporter/README.md
https://github.com/open-telemetry/opentelemetry-collector/blob/main/exporter/otlphttpexporter/README.md
https://github.com/open-telemetry/opentelemetry-collector/blob/main/exporter/nopexporter/README.md
https://github.com/open-telemetry/opentelemetry-collector-contrib/tree/main/exporter


OpenTelemetry Collector:
File Storage extension

extensions:
  file_storage:
    create_directory: true
    directory: ./otel-data

https://github.com/open-telemetry/opentelemetry-collector-contrib/blob/main/extension/storage/filestorage/README.md


OpenTelemetry Collector:
More extensions

- Core: zPages

- Contrib extensions
  - Basic Authentication
  - Bearer Token Authentication
  - Health Check (for Kubernetes)

https://github.com/open-telemetry/opentelemetry-collector/blob/main/extension/zpagesextension/README.md
https://github.com/open-telemetry/opentelemetry-collector-contrib/tree/main/extension
https://github.com/open-telemetry/opentelemetry-collector-contrib/blob/main/extension/basicauthextension/README.md
https://github.com/open-telemetry/opentelemetry-collector-contrib/blob/main/extension/bearertokenauthextension/README.md
https://github.com/open-telemetry/opentelemetry-collector-contrib/blob/main/extension/healthcheckextension/README.md


OpenTelemetry Collector:
connectors

Connected Observability Pipelines in the OpenTelemetry Collector

https://youtu.be/uPpZ23iu6kI?si=eTi9jOaQf0lrhvxa


OpenTelemetry Collector:
Pipelines

service:
  pipelines:
    logs/my-logs:
      receivers:
        - filelog/my-files
      processors:
        - transform/do-this
        - filter/remove-that
      exporters:
        - elasticsearch
        - debug

    metrics/from-host:
      receivers:
        - hostmetrics
      processors:
        - transform/another
        - filter/yet-another
      exporters:
        - awss3
        - debug

    traces/from-apps:
      receivers: [otlp]
      processors: [tail_sampling]
      exporters: [otlp]



OpenTelemetry Collector:
Putting it all together

Przejrzyjmy konfigurację z pierwszego DEMO



OpenTelemetry: Czy to jest gotowe?



New: Free OpenTelemetry training from CNCF
https://training.linuxfoundation.org/training/getting-started-with-opentelemetry-lfs148/

https://training.linuxfoundation.org/training/getting-started-with-opentelemetry-lfs148/


Bonus DEMO
Collecting telemetry from workloads in Kubernetes

with OpenTelemetry Operator 
https://www.elastic.co/observability-labs/blog/elastic-opentelemetry-otel-operator

https://www.elastic.co/observability-labs/blog/elastic-opentelemetry-otel-operator


Pytania?
Slides: https://andrzej-stencel.github.io/2024/12/05/jug-zg-meetup.html

Feedback: https://freesuggestionbox.com/pub/whqnnke

https://andrzej-stencel.github.io/2024/12/05/jug-zg-meetup.html
https://freesuggestionbox.com/pub/whqnnke

